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Introduction

The free and open Internet is threatened by actions and inactions of governments and actions of private companies.  Some governments take actions to restrict freedom of speech and to violate personal privacy.  Some governments fail to take actions to control the abuse of dominant market power by private companies.  Some private companies abuse their dominant power to impose unfair conditions on customers (in particular by obtaining personal information that is commercially valuable in exchange for services that are much less valuable than the information) and to create walled gardens that reduce customer choice [2].

One state in particular uses its dominant position to pursue its geo-political and geo-economic goals, often to the detriment of the interests of citizens of other states [6].  Not surprisingly, this situation has led to criticism and calls for change [3].

Many of the issues outlined above are discussed in the context of what is called “Internet governance”.  This is a minor industry, with something like 100 people working in it full-time, attending various meetings around the world.

Why?  Why isn’t there a “GSM governance” industry, even though GSM reaches more than twice as many people, is more economically significant, and is more significant even as a tool for fostering political change?

Because offline law applies online, and some people don’t like this with respect to “the Internet”.  In particular, some people think that the meta-rules, that is, the rules for making rules, should be different with respect to the Internet.  Some think that technologists should set the rules for Internet, others think that governments should set public policy, others think that all “stakeholders” should work together on an equal footing.  This last view in effect gives veto power to private companies, thus protecting incumbents and the status quo.

It is axiomatic that private companies seek to maximize, or at least protect, their profits. Thus it is not surprising that those who favor the status quo are those who are at present profitable.  These are primarily US-based companies, supported by some developed-country companies.

It is also axiomatic that states seek to maximize, or at least protect, their power and interests.  Thus it is not surprising that the US seeks to maintain the status quo, which enables it to exercise pervasive surveillance and at least a nominal level of control over certain aspects of the Internet.  The US is supported by Australia, Canada, Japan, Sweden, UK and several other European countries.  It is challenged by the BRICS and most developing countries.

Supporters of the status quo argue that current arrangements work well and must be continued.  We disagree.  

The current arrangements have proven unable to address the key issues that go back 20 years and that were explicitly identified in 2004 by the Working Group on Internet governance, namely the asymmetric role of the US government, the relatively high cost of Internet connectivity for developing countries, and the lack of security which has resulted in spam, cybercrime, and mass surveillance.  Only a fundamental change in the current governance arrangements will result in these issues being addressed.

We have proposed such changes in various forums, in particular in the open consultation of the ITU’s Council Working Group on International Internet Public Policy Issues and in Netmundial.

Supporters of the status quo rely on certain narratives to support their position.  We will outline, and criticize, those narratives in section (3) below.  But first we need to recall how we got to where we are now.  It was for two reasons: (1) a design accident and (2) a unilateral assertion of power by the US government.

1. Design accident

The Internet was not designed as a public network.  Its initial design was intended for a private, closed network.  The initial design did not include security (security was supposed to be end-to-end) nor billing.  

End-to-end security has proven difficult to implement, so the Internet suffers from spam, cybercrime and pervasive surveillance.

Since there is no detailed billing, the receiver-pays model predominates: users pay flat rate charges.  Those who offer services (such as search engines) must derive revenue through indirect means, in particular targeted advertising.  Capacity management can be an issue, and entities that have significant market power try to pass their costs along to other entities, leading to calls for network neutrality regulation.  (But the real debate should be about whether infrastructure is a natural monopoly and, if so, how it should be provided, with functional separation being perhaps the best solution.)

2. Unilateral assertion of US power

During the early years, management of Internet names and addresses was provided by an individual funded by the US government.  As the network grew, it became apparent that the central coordination function could not be handled by a single person, and that rather more sophisticated procedures and processes would probably have to be developed and implemented to ensure proper coordination. 

Consequently, the Internet Society, and other organizations, facilitated a process that resulted in certain recommendations.  However, the US government unilaterally rejected those recommendations and proposed instead a different approach, which led to the creation of the Internet Corporation for Assigned Names and Numbers (ICANN).  

In the approach initially proposed by the United States, its role, as a government, would have been phased out relatively rapidly.  But that did not happen and the US, as a government, retained a priviliged role.  Not surpringly, this led to criticism from other governments, with explicit discussions of the matter taking place at the World Summit on the Information Society (WSIS) in 2005, and ever since.

3. Narratives that defend the status quo

The first and foremost narrative used to defend the status quo is that it is all about preserving freedom of speech.  But it is widely accepted that offline rights apply equally online, so the restrictions on offline freedom of speech allowed under international human rights law apply equally well to online speech.  And indeed all countries restrict freedom of speech to some extent, even if the US does restrict it less than most other countries.

In some versions of this narrative it is stated that the purpose of increasing the mandate of the UN or ITU over the Internet is that traditional notions of state sovereignty will allow states to control how and whether their people access and use the Internet.  This is absurd, because no state needs the ITU to control how and whether their people access and use the Internet.  On the contrary, the role of ITU is to negotiate and agree reductions of national sovereignty.
If one really wished to promote online freedom of speech, then one would seek to reduce the offline speech restrictions provided for by national and international law.  Or, at a minimu, seek to introduce a new international legal provision reducing restrictions at least for online speech.  And indeed we have proposed such a provision[1].

Another narrative is that it is important to protect “the unique multi-stakeholder model” that has been so successful to date.  But the Internet has grown more slowly than has the mobile network, it is becoming increasingly centralized and dominanted by powerful quasi-monopolies, and it has been plagued by the same issues for the past 20 years: asymmetric role of the US government compared to other governments, complaints about the finacial flows (in particular the relatively higher cost in developing countries), and lack of security (leading to spam, etc.)[2].  The multi-stakeholder model has not successful addressed those issues[3].

Yet another narrative is that in the “multi-stakeholder model” all players should have equal rights, in particular private companies should participate in decision-making on an “equal footing” with governments.  This in effect gives veto power to private companies.  How could network neutrality regulations ever be agreed in such a setup?

In one specific variant of that narrative, ICANN is portrayed as a decentralized institution, in contrast to traditional "centralized multilateral model".  But in fact the traditional model represented by ITU is highly decentralized (because most issues are dealt with at the national level) whereas ICANN is highly centralized. [5] and [2]
A persisent narrative used by the US government is that there should be “freedom to connect”.  Note that this is not a “right to connect”, the distinction being that if you cannot afford to connect, then that is not necessarily our problem.  So the real goal is to allow more and more people to provide more and more data.  That data can then be used, on the one hand, to generate more and more target advertising and thus more and more profit for the dominant players.  And it can be used, on the other hand, to conduct more and more pervasive surveillance.

So, in reality, those narratives are about maintaining the geo-political and geo-economic dominance of the present incumbents, that is, of the US and its powerful private companies.[4]

For a more detailed exposition and justification of these thoughts, see the cited references, and [5] and [6] and the references in those papers.
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